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Data Needs A Trusted Home

•Dark Data
•Only 12% of the data described in published 
papers were in recognized repositories.1

•Dark Data Repositories
•Only 20% of the 328 biomedical data 
repositories in the survey were still alive or 
rebranded after 18 years. 2

• Concerns
•Lost in investments
•Miss opportunities to maximize the values in data 

1. http://www.ncbi.nlm.nih.gov/pubmed/26207759
2. http://journal.embnet.org/index.php/embnetjournal/article/view/803/1209

http://www.ncbi.nlm.nih.gov/pubmed/26207759
http://journal.embnet.org/index.php/embnetjournal/article/view/803/1209


What are the Principles?

“Principles are smart ways for handling things 
that happen over and over again in similar 
situations”

Ray Dalio, Investor and the author of “Principles”



The Motivation of TRUST Principles

●Not to replace any standards, criteria, or best practices  

●Make it easy to understand the importance of Trustworthy 
Digital Repositories

●Develop concise and measurable approaches to achieve 
Trustworthy Digital Repositories

●Provide a high-level starting point for advocating, supporting 
and implementing all certifications and assessments

High level principles 
to facilitate stakeholder 

discussion 
and guide repositories

From Ingrid Dillo
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Implementation

FAIR: Findable, Accessible, Interoperable, Reusable
TRUST: Transparency, Responsibility, User focus, Sustainability, Technology
CARE: Principles for Indigenous data governance

OAIS-RM: Open Archival Information System Reference Model
CTS: CoreTrustSeal data repository certification
ISO 16363: International Organization for Standardization

The Relationship of TRUST to Others

CoreTrustSeal nestor ISO 16363

https://pubmed.ncbi.nlm.nih.gov/26978244/
https://pubmed.ncbi.nlm.nih.gov/32409645/
https://www.gida-global.org/care
http://www.oais.info/
https://www.coretrustseal.org/
https://www.iso.org/home.html


TRUST is a Community Effort
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• Received 200+ public comments, 8+ countries, 4+ continents

• Stakeholders include funders, publishers, standards, librarians, and Data Preservationists

• Disciplines include social sciences, geosciences, and biomedical Sciences



The TRUST Principles

Foundation Action Motivation Duration Operation



T – Transparency

Transparency: To be transparent about specific repository 
services and data holdings that are verifiable by publicly 
accessible evidence.

Key concepts:

■Terms of use, both for the repository and for the data 
holdings.

■ Minimum digital preservation timeframe for the data 
holdings.

■ Any pertinent additional features or services, for example 
the capacity to responsibly steward sensitive data.



R - Responsibility

Responsibility To be responsible for ensuring the authenticity 
and integrity of data holdings and for the reliability and 
persistence of its service.

Key concepts:

■Adhering to the designated community’s metadata and curation 
standards, along with providing stewardship of the data 
holdings.

■Providing data services e.g. portal and machine interfaces, data 
download or server-side processing.

■Managing the intellectual property rights of data producers, the 
protection of sensitive information resources, and the security of 
the system and its content.

 



U – User Focus

User community: To ensure that the data management norms 
and expectations of target user communities are met.

Key Concepts:

■ Implementing relevant data metrics and making these available 
to users.

■ Providing (or contributing to) community catalogues to facilitate 
data discovery.

■ Monitoring and identifying evolving community expectations 
and responding as required to meet these changing needs.



S – Sustainability

Sustainability: To sustain services and preserve data holdings 
for the long-term.

Key Concepts:

■ Planning sufficiently for risk mitigation, business continuity, 
disaster recovery, and succession.

■ Securing funding to enable ongoing usage and to maintain the 
desirable properties of the data resources that the repository 
has been entrusted with preserving and disseminating

■ Providing governance for necessary long-term preservation of 
data so that data resources remain discoverable, accessible, and 
usable in the future.



T – Technology

Technology: To provide infrastructure and capabilities to 
support secure, persistent, and reliable services.

Key Concepts:

■  Infrastructure refers to the collection of people, processes, and 
technologies

■ Hardware, software technologies, and cybersecurity measures 
adequate to the requirements of a robust, stable, and secure 
operation



An RDA Community Effort

https://www.rd-alliance.org/rda-community-effort-trust-principles-digital-repositories-0

Endorsements 

(As of Feb. 23, 2021)



Positive Responses from the Community

As of Feb. 23, 2021 from Altmetric Attention Score at Nature Research 
Data 

14K access, 8 citations by Scientific data, 
25 citations by Google Scholar  



Responses and Suggestions



Using TRUST as an Outline

Screenshots are from the slides of Brian Corrie, iReceptor and 
Reyna Jenkyns, Ocean Networks Canada (ONC) , TRUST Principles 
In the Canadian Context, November 17, 2020 



Conclusions

■The TRUST Principles provide a mnemonic to remind data 
repository stakeholders

■ The TRUST Principles, however, are not an end in themselves, 
rather a means to facilitate communication with all stakeholders, 
providing repositories with guidance to demonstrate 
transparency, responsibility, user focus, sustainability, and 
technology
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